Honday, October

1:30am—12:00 noon

Opening Plenary

Wednesday, October 18

7:00pm
Conference Banquet

Ihorsday, Oclober 19
1:30am=12:00 noon
Closing Plenary

Lieutenant General Michael V. Hayden, United Siies Air Force, Director,
Mational Security Agency/Central Security Service (NSA/CSS), Fort George
G Meade, MD. As the Director of NSA/CSS, he is responsible for a comban
support agency of the Department of Defense with militay and civilian per-

sonnel stationed worldwicde,

D, David J. Farber is the Alfred Fider Moore Professor of Telecommuni-
cation Systems at the University of Pennsylvania, holding appointments in
the Computer Science and Electrical Engineering Departments. He was x
principal in the creation and implementation of CSMNet, NSFNew, BITNET 11,
and CEEN, and was instrumental in the creation of the NSF/DARPA funded
Gigabit Network Testbed Initiative,

Dr, Eugene H. Spafford is a Professo of Computer Science at Purdue
L'Ilin_'L'.kiL:-'_ Spalford is director of the Purdue CERIAS (Center lor Education
and Research in Information Assurance anel Security). He has authored sev-
eral books and many publications dealing with Internet-related COmper
-‘i'!.'*’."l.'lri.L:'.'. He is I:'i..‘:i|J|:‘|:'[|.‘|:|. worldwide for his work in computer cthics and vul-

nerability analysis.

Mr. Mark Rasch is Vice President of Global Integrity Corporation in Reston
Virginia. In this capacity, he atvises banks, insurance companies, enieriainment
companics, and other Fortune 100 companies on legal and policy issues relar-
ing to doing business in Cyberspace, He has written and lectured extensively on
computer crime, privacy, tademark and trade secret issues on the Internet, and
has heen feamred in the Neo Yok Times, ABC's Nightline, PBS" Technopolitics,
CNBC, and NPR as an expert on computer law and policy,
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The: Closing Plenary will be a North American Panel Discussion on issites
relevant 1o Information Assurance, Technology, and Securiry. The speakers will

discuss common goals and needs for the future of their respecive countries.




hedule

Plense Nate: Presentations have been graded s fo their
digree of techmical difficnlty—with 1 being the leas)

Earlybird Sessions
B:30am—10:30am

fiooms 301—303

Killer Apps—and You're Dead Meat
{The Code That Shagged Me)

(p- 475)

. Mark Hardy, Guardent, fric.

As our computing model shifis from a
wellcontrolled clientserver model wo that of
the active desktop, a flood of dangerous and
malicious code is now coursing through
enierprise networks. From Meliss (o
ILOVEYOU 1o the next attack, our tradi-
tional means of screening out malicious
code seem o be leting a lot through, We'll
take a look at the most significant atacks of
this past year, see how well (or poorly) the
security infrastructure responded, and pro-
vide recommendations as to how you can
hetter protect yourself in the future,
Technical Degree of Difficuly = 2

Hoom 324

Conference Overview—Welcome
Newcomers
Mark Wilson, NIST

The NIST Program Chair for this
year's Conference will welcome
neweomers 10 the 23nd NISSC and
help them navigate their way through
their many choices during the
next 3.5 days.

Tar

Room 330

Paper Session: Student Papers
Session Chain; (TRD)

The Competitive Intelligence and
National Security Threat From Website
Job Listings

Jay Brasnow, Geonretonen Cniversaly

The Case for Beneficial Computer
Viruses and Worms—aA Student’s
Perspective

Greg Moorer, Missisifiis Sfale Uniersity

Suhbliminal Traceroute in TCP /TP
Thomas E. Daniels, Pusdue Unioersity

fooms 3315338

Incident Response Fundamentals
Eric Winterton, Area Systems, An Feodus
ot AR LS l.“.'.ur.'alrj.f.'.ll_'.'

This session will intreduce the siudent to the
basic definitions, concepts, and procediies of,
or relating to, ncident response. By the end of
the session, attendees will be able o answer the
following questions;

* Who can help me respond tooan

incidents
»  What arc the main elements of an incident

respOnse teams
#  Howdo [ REACT toa perceived incident

(anomaly}r
¢ low does the Incident Response Team

RESPOMND to a reported anomaly?

#  Howdo I RECOVER in the wake of an
incident?
Technical Degree of Difficuly =1

CEREMONY

Ceremaony: 5:30 pm., Room 310

Reception: 6:15 p.n., Pratt Street Lobby

.:i.l_'llrﬁrm'r and 3 bermg the mas n’.;Jl'll'fra.:.!'.'.

Monday, Ocfober 16, 2000

10:30am—12:00noon

fooms 307310

Opening Plenary
Opening Plenary Reynote Speakers:

Licutenant General Michael ¥ Havden, U5AF
Director, National Secunly Ageney/ Central Secunily
Servive [NYASCRN)

D, Dawid . Farber, Alfred Fitler Moore Projsser of
Teleeommunication Sysleres al the I'.'.lil'l'f"i".tl'!_'p -'.l_i"
Feanayloania

National Computer Systems Security
Award Winner;

The NIST Information Technology
| ahoratory and the N3A Natonal Computer
Security Center present the 2000 National
Computer Systems Security Award o D Engene
H. Spafford, Prafecsor af Comprler Soience al
Purdue University.




Monday, October 16, 2000

ldlpm—3:00pm

Aooms 301-303

The Systems Security Engineering
Capability Maturity Model (p. 503}
Karen Ferriola, Ara Systems, An Frodus
Crmmunicaiions 'I'.'.'J.l.'lp.'u:j'

The Systems Secuerity Enginecring Capabilicy
Maturity Model (SSE-CMM) was developed with
the objective of advancing security engincering
a3 2 defined, mature and measurable discipline,
The model and its accom panying appraisal
method are currently available teols lor evalua-
ing the capability of providers of securiy engi-
neering products, svstems, and services as well as
for guiding organizations jn defining and
improving their security enginecring practices,

This tutorial describes the SSE-CMM and is
appraisal method. In additon, a discussion of
the application of the SSE-CMM Iooks at issues
as they present themselves throughout a system
acquisition, from RFF, through development,
and to system operation,

Technical Degree of Difficuloy =35

Hoom 307

Future of Information Security

(p. 489)

Chair: G, Marck Hardy, Guastent, fne,

_Tl:ff Moss, TG CON Crrtmernientions

Winn Schwaran, Tnlegpact Associates

Peter Shipley, OreSecur, Mnr

Ira Winkler, fnformation Seeenity Adwisors Croug
Back by popular demand, this was one of list

year's most popular panels. Here's a great

opporuanity to meet with five of the most exper-

enced secuniy experts in the industry today: Jeff
Moss, Winn Schwartan, Peter Shipley, Ira
Winkler, aned G, Mark Hardy, These experts will
discuss their vision of the fuire of information
security, wiat roles corporate, hacker, technical,
and penetration experts will play, and offer recom
mendations on how vou cin benefit from this
insigha.

Technical Degree of Difliculw = 2
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foom 308

AES and Beyond (p. 490)
Chair: Elsine Barker, NIST

Jim Bty NENT

(TBD}—Submitter of the selected AES algoithm
Bill Burr, NIST
Marcus Lecech, Novtel Netiwonis

The end of the AES (l{"\'l_‘lll'l_l]'ll_l_':ﬂ process is
now in sight. The algorithm has been selecied,
and the draft standard is ready for public com-
ment, Alter nearly four years of intensive effor,
whitt has been accomplished? What has heen
learned? What would we do differentlyr What
are the next steps in making AES the interna-
ol standard thar was intended? And—char
lies bevond AES? NIST is in the process of initi-
ating a number of ather cryplographic aceivities,
including a standard specifying modes of opera-
tion for symmetric key block eiphers (eg. ALS),
an HMAC standard, a key management stan-
dard, a new and enlarged hash functon that is
eonsistent with the AES key sizes, and an
increase in key sizes for the Digial Signare
Alporithm (1054)
Technical Degree of Difficuliy=2 10 3

Room 309

NIAP/Common Criteria Scheme
Prescntations
Chair: Tom Anderson, NSA

foom 310
LEffective Risk Analysis (p. 494)

Thomas Peltier, Netigy Crgoratiog

The dictionary delines RISK as “someone or
something that creates or suggests a hazarnd,. In
today's envitonment, it is ene of the many costs
of doing business or providing a service, :
Information security professionals know and
understand that nothing ever muns smoathly for
very long. Any manner of intermal or external
hazard or risk can cause a well ronning organiz.
tivn to lose competitive advantage, miss a dead-
line, or suffer embarrassment. This session will
review the curment practical application of cose
etiective sk analvsis,
Technical Degree of Difficuly = 5
Rooms 327—329
The Secret and Below Interoperability
(SABI) Process—Continuing the
Discovery of Community Risk (p. 492)
Chair: Mark Loepker, NS4
Curtis Dukes, VA
Charles Schreiner, NS4
Willard Unkenholz, N34
Corky Parks, N84
Dallas Pearson, N34
Warner Brake, JI5A

Secret and Below Interoperabiline (SABRI) is
an [nformation Assurance inidative mandated
b the Assistant Secretary of Defense for
Command, Control, Commumnications, wnd
Imielligence (ASD/C3D). SABL improves the
security posture of all secren and below Dalb sys-
tems by nsing @ community-based risk accepe
ance approach. Durng the discussion about the
current status of the SABL program, the panel
will focus on the progress and impact of the
Nattonal Information Assurance Certification
and Accreditation Process (NLIACAP), NSTISSI
1400,

Techmcal Degree of Difficulty =2 1o 3

foom 330

Paper Session: Intrusion Detection
Session Chair: (Becky Bace)

Fuzzy Data Mining and Genetic
Algorithms Applied to Intrusion

Detection (p. 13)
Susan M, Bridges, Mississipin Stete University

Next Generation Intrusion Detection:
Auntonomaous Reinforcement Learning of
Network Attacks (p. 1)

Jamies Camnadly, Georgra fnstitide of Technalopy

Multiple Self-Chrganizing Maps for
Intrusion Detection (p. 32)

Brandon Craig Rhodes, (vonma fnstitule of
-Ir.l i Iln' M Illu' |l|_||'.|.

Rooms 331—332
Themes and Highlights of the New
Security Paradigms Workshop 2000
(p. 5l5)
Chair: Steven |, Greenwald, INFOSED Congultant
Simon M. J.'.I.lll"}'_. -!”rJJ':'n'IZ'u'n'_T rﬁ_lfbé\"r'. I"_.'n.lj-;, Treland
Cynthia Trvine, Nova! Postpraduate School
Faui Rannenberg, Misnasofi Researel Cambride, UK
Emvilia Rost, Universita deglt Studi di Midane, Sy
This panel will bighlight a selection of some
of the maost interesting and provocative papers
from the 2000 New Security Paradigms
Workshop (NSPW), held Seprember]9-21 in
Ballveotten, County Cork, Ireland. In keeping
with the MSPW philosophy, this panel will chal-
lenge many of the dominant paradigms in infor-
mation security. 1will be highly interactive; we
expect lively exchianges between the panelists
and the audience. Come prepared with an open
mind and @ willingness (o guestion and com-
ment on what our panelisis present and be sure
i sirap on your seal belt! The panel will consist
af four authors selected with great pain and dif-
ficulty from the great papers presented at the
list NSPW,
Technical Degree of Difficuly=3



3:30pm—5:00pm

301—303

il
The Mational Security Agency's Use of

the Systems Security Engineering
Capability Maturity Model (SSE-CMM)
(p. 529)
Chair: Mary [). Schanken, N34
Paul W, Bowdra, N5A
Charles G. Menk 11, W5

MEA began the effort o develop a CMM for
secunty enginecring in 1995, with the hopes that
the security engineering community would
become invalved to help define the criteri
agrinst which they might be assessed in the
future. Learning from the past, N5A believed
this approach would be more successful and
accepied than iF NSA were (0 issue it as a
requirement. Chver 50 government, industry, and
academic arganizations developed the Sysiems
Security Engineering Capability Maturity Model
[SSE-CMM) and s appraisal methodology, This
panel will acddress a few of the wavs that the
Mational Security Agency is using the SSE-CMM.
Techmcal Degree of Difficully = 2

Room 307

Evaluation Scope:
Doves One Size Fit All? (p. 5E22)
Chadr: John Doody, CESG, UK
David Hodges, CENG, UK
Adrian Price, Minesiry of Defenee, UK
il Simpson, Herdenuare
Tim Orchard, Synfema CLEF

Every evaluation has a scope, what is
imcluded in the evaluioon and what is not. The
scope of any eviluation depends on the devel-
aper, his customers and the scheme under
which the product is w be evaluated. They all
have different requirements and perspectives of
what the scope of evaluation should be, These
differences have always existed, but growth ol
distributed applications, such as ecommerce,
and the diversity of secure products needed to
suppoT them is forcing the evolution of what is
an acceptable evaluation scope. The panel will
examine the issues associated with evalugtion
scope from the perspective of the developer, his
customers and the UR's Scheme,
Techmnical Depree of Difficulty = 2
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8 Monday, October
Room 308

State of Key Recovery:
Government and Industry
Chair: Saninsh Chokhand, CymaCam Ssiutiors/an

Entrust Technolngies Company
Danna Dadson, 834
Diane Dunshes, N84
Santosh Chokhand, CypraCom
r:ril.ﬁ;ﬂ H'|'|¢‘|I|||'|. The Mitre {,'.--r} ¥
Davie Cross, Mmool

As Government agencies use PRI technology
for confidentiality {ie., encoyption of communi-
cated messages), key recovery will plav an
increasingly important role, The well designed
kev recovery svstem ensures that the authorized
mnagers within the organiztion cin decryp
the communication while the employee is not
available, The [rurpeose al this session is 0
prowide a status of the varions key recovery
imitiatives in the Government and 1o pl'm'i-rlc- a
description of the capabilities in the commercial
proiucts,
Technical Depree of Difficulty = 3

ariion

floom 303
Mational Information Assurance
Partership—2001
Chair: Fon Ross, NIST
L. Arnold Johnson, MST
Gene Troy, NIST
Peter Mell, NIST

The National [nformation Assurance
Partnership (NIAP) s a U5, Government initia-
tive ariginated to meet the security testing needs
of both infermaton technology (IT) consumers
and producers. This session will provide updates
on several high visiliality NIAP projects o
inchude smart card security specification, secu-
rity in healthoare systems, automated security
testing, development af security specifications
for critical information technologies, specifica:
tiom tools and techniques, and the Commaon
Criteria evaluation and validation program,

foom 310
Metwork-Based Contingency Plans
Thomas Peltier, -\'.f-'?.,l._"l- f,'n;,lrlfln-.l.:.'l'l'rm

Attempting to complete an organiztion-
witle or even a data center disaster recovery plan
can be a daunting task, However, by using some
tested project management techmigques, the
process can be divided inte a manageable
underiaking, In this session we will review the
process used by successiul DRF developers and
how they break down the processes and then pr-
oritize the tasks, By identifving what needs (o he
done first, the efforts of the DRP team can be
concentrated on those elements that will pro-
vide the organtzation with the guickest return
on it invesument,

Technical Degree of Tifficuly =3

16, 2000
fooms 32/—3g9
Department of Defense (DoD) Wide
Information Assurance Program (DIAP):
Current Initiatives {p. 525)
Chair: Capiain ], Katharine Bunon, LS8, Dald
Terry Barlett, (AP
George Bicher, INSA
Jim Christy, AP

This panel will begin with an overview of
where the DIAT stands weday and whit activi-
tics,/ initiatives hive been accomplished in the
past year, Following thi will be presentations on
three aregs where significant effort 15 currently
being spent: IA Metrics, T/ [A Professiona-
lization and Law Enforcement. Each presenter
will discuss where thae inidative corrently stands,
what activities are gomg on within DoD and the
varions services, agencics, and what the activiey
will contribute to the mmpeovement of the TA
posture of the Deparment.
Technical Degree of Difficulty = 34

Aoom 330

Paper Session:

Practices, Curses, and Risks
H{'b'\iilll f‘.h;;ir; I:']-H!j:l

Best Security Practices:
An Overview (p. 56)

Guy King, Comfuiter Sciences Corforation

The Curse of Serviee: Civil Liability for
Computer Security Professionals (p. 43)
Arthur | Wylene, Nav Collere of Californir Sehoed
of Law

Visualizing Risks: leons for Infermation

Attack Scenarios (p. 71)
Hilary H, Hosmer, Dhata Secunty, inc.

Aooms 331332
Security and Source-Available Systems:
Risks and Opportunities (p. 531)
Chair: Peter G. Neumann, SR Infemational
v Beale, Basille Linis
Crispin Cowan, WineX Communicativns, fne.
Eric Rayvmaond, Chien Sowre Initintive

Today's massamarket proprietany closed-
source software seriously impedes efforts to
mmprove installed systems in response (o recogni-
tion of new vulnerbilities and rsks, Source-
available solftware provides a potential
alternative, enabling open collaborative efforts,
widespread review of source code, rapad genermdion
and acruisition of fooes, and a broad community of
collabaoratons, Addiional benelis also sconee from
welldlefined open requirements and open
specifications, This panel will explore the source-
available alternatives and how they might best
contribute to the development and operation of
meaningfully robust secure systems.
Technical Degree of Difficulty » 2 1o 4



fuesday, Ocfober 17, 2000

§:30am—10:00am

Hooms 301—303

Aspects of InfoSee: The UK View (p. 562)
Chair: John Doady, CESG, (K

Roger Grilfin, Cadl Service College, UK

Terry Wells, Department af the Eneimtomen, UE
John Laskey, Howme Office, UK

John Peters, Ministry of Defence, UK

In 19837, the UK Government launched a pro-
gramirne cilled “Modemising Government.” The
aim was 1o have government departments con-
nected electronically and allow the UK citizen o
access government departments, Part of the
Modemising Governiment initiitive was the launch
of the Cavernment Secure Inimanet (GS[).

The challenge Lucing the security authorites
wias hiow to implement & secure architecture thar
would allow the safe handling of both classified
and unclassified information. This presentation
will highlight the development of the G5, case
studdies associated with the rules in place o join
the GSLand the impact and refevance of BS7709
in selting security standards,

Technical Degree of Difficaliy =4

Room 307

Certified vs Secure (p. 533)
Chair: Jon David, Letwan Brotiers
Sarah Gordon, (M
Tim Polk, ATST
Dan Woolley, Global fntegrity Comporalion
Fred Bolbrener, Kacte Corporation

Proper products and processes are necessany 1o
seciine sysbems and operations, but this implics the
ahility te accuranely differentiate benveen alierma-
tives, Few of us hawve either the abality or time to
attemp formal comparative evaluations, We look o
crtsicle certifiers, but how good are they, how hon-
oSt are I:|'|.1‘}'I how elo their resuls '{li_lF;-'I:. 1 '\GF-{:“j]I_
requirements? This session examines the implica-
tons of vardous types of certification, and SUppests
ways Lo best use what's available,

Hoom 308
Achieving Global Trust in an e-World
{p. 536)
Chair
Richiard G, Wilsher, the Zyrma fartneship, G
Panelists
Michael 5. Baum, VeriSion e, US
Caelen King, Bultimere Technologres ple., £
Helmut Kurth, atse GmbH, [F

The 1550 has a long and respected herityge
15 in impornt event in the feld of informaion
security, However, in recent vears the influence
of “infosec’ s spread pervasively into the com-
mercial domain; in that time its oo lias itlso
become fundamentally intemational. This panel
has come about because 155 members believe

thiat it is appropriate for the 1550 w now adopt a
broader approach and o reach o 1o o much
wider international awdience. This sesston will
bring to & largely US andience some specific
European perspectives and awarenes of ongo-
ing work It 1s intended to be interactive, even
provocaiive: members of the audience will be
invited to respond and debate the issues in
terms of the relevance of this work o the US
husiness enviromment and exploring wiys in
which joint cooperation could be fnstered,
Techmical Depree of Dificuley = 3.5
(Business-focused; not for puare techies.)

Room 309

Common Criteria Tools: A Status and
Demonsiration (p. 588)

Chair: Kris Brinton, N5A

Cary Gramger, Metretel Systens

Jim Williams, fredependent Comsudlant

Thus paned will provide a demonstration of the
Commeon Criteria Teolsel (e, CO Toolbox™, CO
Profile Enowledge Gaee™ ) developed by the
National Information Assurance Partnership for
information security professionals responsible
tor wniting and justifving security ”-qui|'|_-r|||_=|||;5,
Tt will mclude an explanation of the latest
updates as well as a plan for its continued devel-
npment in 2000,

Technical Degree of Difficuly =24

Aoom 310
Preparing for Intrusion Detection (p. 553)
Thomas Peltier, Netigy Corpration

Systems and networks are subject to attacks
both internally and externally, The increasingly
[requent attacks on Internevisible sysiems
could be attempts o steal your company jewels,
personal employes and customer information,
ar use of your computer resources, Intrusion
detection systems collect information from a
variety of vantage points within the operating
systems and networks, This session will examine
intrusion-derection and valnerbility-asessment
technologies that will allow your arganization o
protect the enterprise from losses assocated
with network security problems, We will review
how intrusion detection and valnerability assess-
ment products fit into the overall securiy archi-
tecture; case histories; and product featres,
Technical Degree of Difficulty = 5
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Progress of the Best Security Practices

Suhcommittee (p, 550)

Chair: James . Craft, Cnited States Ageney for
Fnternational Develofment (USATL}

Martianne Swanson, NIST

Mary Schanken, N5A

Marty Poch, EPA

Michael T. Howvey, Campater Sriences Corfomation
The CIC Couneil’s Best Security Practice (BSP)

project fills the seounty knovwledge gap bemween

episodic professional classroom training and disor-

gamized electromic bulletin board discussion

threads by providing a stnsctured capabslity for afl

Federal IT profissiomals o share first-hand infor-

mation regarding their secority implementation

experiences, Upon accessing the BSP wehste

{huttpe /! bap.cingeov) sers can easity ohiain infor

miation most relevant wo their anigue needs,

Techmical Degree of Difficulty = 2

fioom 330

Paper Session: Access Control
Session Chair: David Ferruiolo, NIST

Push Architectures for User Role
Assipnment {p. 89)

Venkata Bhamidipati, Geenge Meson Uniernsily

A Role-Based Delegation Model and
Some Extensions (p. 101)
Exedin Barka, Creone Mason Universily

Generalized Role-Based Access Control
for Securing Future Applications (p. 115)
Michael |. Covinglon, Georg fnsdifute of Technology

Aooms 331—732

Security and Quality of Service
Interactions (p. 583)

Chiair: Susin Hinrichs, Ciseo Sycfems, Tne
Klara Mahrstedt, Unéversity |'._'|Ir|i'|'|'1'.li 115

John McHugh, CERT Coondination Cenlfer

Partha Bhattacharya, Ciso Systems, fne,

Security and quality of service (Cho3) are two
critical network services in poday’s internetworked
worlil Security mechanisms are wed o provide
prrenl of identity, preserve protected information,
anit ensure that information received has not been
tampered with. Quality of service enables mult-
mediz and other realime servoes o use public
data networks instedd of more expensive dedicaned
networks, This panel session will be peared for
artendecs interested in network mankeeiment amd
desgn, In particular, this session will be of interest
1o attendees responsible for the secuwdy and for
cquality of service aspects of network design and
MENALEMETL.

Technical Degree of Difficuly = 4



10:30am—12:00 noon

fooms 301303
Security in Business-to-Business
ecommerce (. 598)
Chair: Jeremy Epstein, wwiMethods
lyror Balabine, Nelfish
Dravid Burden, Crtrreerrehne
Frank Jafte, Clareon

]hfﬁin:-\a‘-rr:—]!l|.~"|11:-:1-. (B2 e-commerce has
become one of the hottest wpics tiis year, This
'I_IiI,I'II_"'I will dizcuss some of the k-:::.' areas for secu-
rity in B2B today and in the [ure, including:
reliance on PRI in a world of billion dollar trans-
actions; keeping atackers al bay when ordering
systems are online; privacy in an international
context with import/exporn regulations; know-
ing that a transaction s properly anthorized;
sharing with trading panmers without hecoming
vulnerable; audie trails; managing securiiy in a
world of rapidly changing standards; electronic
payments; privacy implications of B2R; solving
husiness-o-govermment., govermmen-to-business,
and governmen Ho-government chatlenges,
Technical Degree of Difficaloy = 5

Hoom 307
PEI—Sham or Salvation? (p. 584)
Chair: Jon David, Lefiman Brofhers
Padgett Peterson, Lockhesd-Martin
Tim Polk, NN
Fred Cohen, Sandie Neafional Lataratores

PRI is outed as the thing that will make the
[nternet in |'_1|_'1'|-e:|'<|'|I and e-commernce in paruct-
lar, secure. Just what is PRI though? Is it as good
as the vendors say it is, or 15 i just anonther |}|n:.'
af the marketroirs to foist pseudo-solutions on
an unsuspecting user hase? This session Iooks at
these questions, and answers them, This session
will set Lorth the intended purposes of PRI, and
the related equipment. technigues, protocols,
ete, TLwill detail the henefits it offers, and show
how the various components interact 0 provide
the security/authentication / non-repudiation,/
et wssociated with i

: i
. liombats i peientbess
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| e et L page
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Room 308

Guideline for Implementing Cryplography
in the Federal Government (p. 594)
Annabefle Lee, Ni§T

The purpose of the Guideline i Toblesenling
Ciryftigrafliy in the Feaeral Goversment (ST 800-21)
5 to provide guidance 10 Federil agencies an
v 1o select cryprographic controls for protect-
ing Sensitive Unclassified information. The
Cneirdefing focuses on Federal standards docu-
mented in Federal Information Processing
Standards Publications (FIPS PUBs) and the
cryprographic modules and algorithms that are
validated against these standards, This guideline
was written [or federil emplovees whio are
responsible for designing systems, and procur-
i, installing, and operating security products
o meet identified security requirements, The
purpode of the prescatation s to provide an
averview of this guideline,
Technical Degree of Difficulty = 3

Room 303

Innovative Uses of the Common Criteria
ip. 613)

Chair: Terry Losunsky, W54

[il.l_'k Sherwood, USN Del)

John Mildner, D5, Del)

Peter Sargent, COACT fne.

The session introduces the audience 1o innoe-
varive wivs the Commaon Criteria is wsed to solve
Information Assurance {1A) challenges.
Technical Degree of Difficulty = 3

foom S0

Frivacy in the Information Age (p. 597)
Chair: Blaine W, Burnham, University of Nefraska
at Cmaha
Jelfrey Hunker, National Security Courril
John Fale, University of Tielsa
David L. Sobel, ERIC
Simson Garfinkel, fnfermation Secwrily Specialis
Oine of the most potentially discuptive conse
quences of the Information Age is the impact on
personal privicy. The abality for so many 10 Enow
s0 much aboul everyone is growing at an
unprecedented rate. Historacally, dis acoumula-
tion of individial personal information has been
perceived by e public as sort of o necessary
evil, particularly in the case of the credit report-
ing services, The extent of the accuracy of that
tlormation, the case or circamstance vnccr
which it was gathered, and the extent to which
that information was shared or sold was thought
to he more-oriess understood by the public and
the sense of personal invasion was limited. Now
all bees are off. In Cyberspace, technology
enables the recording and reporting of actions
without any personal knowledge or awareness.
The practice of collecting, consolidating, fnter-
pretng, and reselling personal information is

Tvesday, October 17, 2000

foor all intents unregulated and, possibly more
imporantly, nor wqilable o the individuls.
Chere s 4 growing concern for the potential
abuges of personal informartion, This panel
attempts Lo Hlluminate the many sides to the dis-
cussion, What is the government role? What is
actually geﬁng on—Hhow had is it out therer What
is the commercial sector trving o accomplish?
Technical Degree of Difficuly = 2

Rooms 327—329
Critical Inlrastructure Protection for
Chiel Information Officers or CIP for

CIOs ip. 596)
Chairz [oho C. Davis, Mitetet

John M, Gilligan, Depariment of Enegy

Col John E. Whiteford, USAE NSA
Linda Burck, Dstartment of fusiice

Since the signing of the Presidential Decision
Directive on Crtcal Infrastructure Protection
(CIP) and the publication of the Naional Plan
for Information Svstem Protection, C1Os have
new responsibilities. They must protect the infra-
structures of their departments and agencies:
help 1w make the gevernment a model for the
private sector; and transition the lessons fearned
from the successful V2K effor to CIP. The panel
will explore how CIP responsibilites will be
accomplished in their organization.
Technical Degree of Difficuly = 2

Room 330
Paper Session: Malicious Code
Session Chair: (TR

The E!.'nh-'ing Virus Threat (p. 141)

Carev Nachenbserg, Symanfer Corfuratiog

The Cracker Patch Choice: An Analysis
af Post Hoc Security Technigues (p. 154)
Crispin Cowan, WireX Communicafions, Inr

Antivirus Software Testing for the New
Millennium (p. 125)
Sarah Gordon, [HM Hesearch

Rooms 331332

RSA Digital Signature Standards (p. 773)
Burt kKaliski, R84 Leforateres

Standards, theory and practice have resulted
in a varety of digital signatare schemes based on
iliez B34 pulilic-key ciyplosystenn, iocluding
PRCS #1, ANS] X081, and the Bellare-Rogaoay
Probabilisue Signature Scheme (PS5). This pres-
entation describes these schemes and gives a
\:ll_.l_ll_'g'.l.' 1.1 1 ir“l‘”t‘“-i]:lg ]I,:IIIH"I,'I'l'II ‘I'I"Ilr][:r' B 'l'a'i:'I]
as interoperability of digital sipnatare standircds
based on the RSA algorithm.
Technical Degree of Difficulty = ¢
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1:30pm=—3:00pm

Aooms SOH—303

Protection of B2B Exchanges and Yendor
Orperations (p. G38)

Chair

Charlie Baggerr, Rl Menggenen!

Asvoroles, fne

Panelisis
Tim Ehrsam, Checle Cerfraiion
Mick Fiazzola, VenSimn
L::I.Fj'.';':i‘:l'fl'j.l._fzii'_!ti'l.'a: & Jol i

This panel wall address the o=k= and reme-
dies assaciared with the securi of operating
businessio-business (B2H) exchanges and wen-
tor weh sies, Every new technology and pars-
digm brings with it new risks, and B26 Internet
husiness is no exception. This panel will discss
the risks associated with this new business args
and the: rernedies which can be applied o
reduce those nsks. Panelisis will come from the
commerekl sectorn debense fcomme rezal mndus-
try Intesmetsecurity, and povernment

Aoom 307

Federal Bridge Certification Authority
(FBRCA) Demonsiration and Panel—
Part1 (p. 614)

Chair

Richard A Guida, Federal PET Sieenng Commiiee

Franelists
Tim Polk, NTST
Stanley Choffrey, Gi4
Dave Fillingham, W54

This panel will discuss effores w establish o
aperate a Federal Bridge Certfication Author
(FRCA) @ SUpPOCL peer 1o peer, o higrarchi
cl smteroperabiliy among disparaie agency PRI
domains. The discussion will cover: (2] how
i eroperability among Federal agenoy PRI
domains may be elfected on a policy and techng-
il lewels () why the FBCA concept has
emerged a5 the most attrctive solution; (o) ho
the FBCA has Been implemented and tested in
protwbvpe form; (d) how the production FRCA is
nri:‘:;.; developed: I:ul whial the principal chil-

lemges are on a policy and technical level; and

(f] ow the FRCA activities will be mana ged pur-
suant Iy a Federal PRI Palicy Amtharin: Part (1
of this session will follow immediitely a0 550,
Technical Degres of Difficulty = 5o 2

Aoom 308
Incident Respunse—Stopping Them
Dead in Their Tracks (p. 624)
Chairz Jon David, Lelimen dmethes
Robert Swone, ”C INET Techinologies
Jum Dunean, O
Bl Hancock, Exadis Samarnnicod s
Bichard F'.L-"'hllk Merrll Lymoh

When see Is, a5 it akways has done and
will always continue 1o do, reaction 1o breaches
is of prime imporianee. This session defines inci-
dents, s what you can — i 1L — xper
from vour [SP and other upstream providers,
gives i real world approach to vl responses,
ard discusses the mvalvement of others, from
local throwgh an inweoational level, as neces
sary.  This is the first of 2 doukle sesion on
Incicdem Response, The second session will
immediately follow this sesian at 3:30pm. |

Room 309

The Commaon Criteria Structures: The
Healthcare Retponse to Security
Regulation (p. 632)
Chairz Lewis Lorton, forem

Necunty an Heoltiveore
Lisa A Gall: L].,In £, Exodus Serumity Servaner
| Zagycher, &WA-Cannde (17,
i Timrions, LS Mediea! Nefrork
Alan Browm, MeKemnag & Cunen

This prarie] will provide an accurate generd
understanding of how the Common Criteria can
order the healtheare industry, Panelisis will pro-
vide viewpoints from different segmens of the
community, Topics covered in this panel
includes viewpoints of the warious industry sec-
tors; benefis o variows industey H'I..;“'L'Ill:h' dre-
ers for the use of the Commuan Criteriz;
oharacles to completion; relationship to megula
Loy requirements; and risks to the healthears
indusery [tom an un-regulaized securily process

ot Frivacy &

Room 310
Operational Computer Forensics—
The Mew Frontier (p. 32)
Michael |. Corby, Netipy Corforation

Ihere can be no doube that preventing
unwanied acces: to sysiems s a j;cm‘] thing. thin
what happens if somehow 3 chink in the ammor
ist :'Lnulr_:i Computer forensics is a new specialwy
uify the proper procedires For col-
I:i.'rjn:__: tvidence i a manner suitahle for use in
apprehending and prosecunng security viola-
Lows, The first part of this session will identify key
rlements in boilding an effective Compurer
Forensics progrim, The second part will focus
o wavs to canfigure clents and servers in a
LA 10 facilizare fogensic data collection,

I

Aoom 330

TPaper Session: Case Studies
Session Chair: James Dy, NIST
Using B Method 1o Formalize the Java
Card Runtime Security Policy for a

Commaon Critera Evalunton [p. [79]
Stephanie Moue, Gempdns, France

Panetearion Analysis of a Xerox
Docucenter DG 2305T: Assessing the
Security of a Mult-Purpose Office
Machine (p. 167)

Benjamin A, Kuperman, Purdse Uniessiy

Anglysis of Terminal Server Architectures
For Thin Clients ina ]'ljgl:l Assurance
Metwork (p. 192)

Cynthia Irvine, Neoad Posigradiets Slival

Hooms 35153

Information Assurance Metres: Prophecy,
Process, or Pipedream? (p. 640

Chair: Ronda R Henning, Herme Corfuralion
Michael |. Skrach, ARPA

Tullrl MecHugh, E-ﬂl?m_ ¢ Melion Cender for

_Ttﬂm ."-hu:hm-l Williaums, JHW Fradmg Company
Information Assurance has long been consid-
a "hlack ar”—a good security enginess

l-m s & !,,-:1-:-:[ secnrty esign or :mph: IT.CRLALnn
by intuition, not by quanifiable measures.

This panel seeks to present four perspectives
on infommenon assurance measuremeant: 1y The
prrspective of information 2ssurance metri
being attzinable in the near tarm, ifa
plingd, = ficapprowch is g '_'l"']]l‘tl tr the
"] The perspective |'|!I service leve
s prowide o near e 1]1|1r-.;u:.. o

tEes OF 3 tervice plu-.'i-]-."r. 3) The perspective :rt'
useful assurance processes with 1the use of audir-
ing 1o ensure process execution, with the re
tinn these asurance proceses will never repl
gova, hasic assurance mechanisms; and 4] The
perspective of the informaton assurance com-
munity learning from the saftware enginesring
disciplines and their repeated attempts W tum
gowd software development practices into 3
fuanmtistive measirementbased science before
information assurenee meinos ke asimilar
.




3:30pm=5:00pm

Rooms 301—303
Enterprise Security Infrastrocture: A
Managed Approach (p. 669)
| Greg Hanson, Telas Corfporation

This presentation will define die demands and
tssnes related o centralived management of secu-
rity techmologies, then clarify the advantages of
providing centralized management of security
infrastruciure under the same enlerprise manage
ment system as used for the enterpnise [T network,

fioom 307
Federal Bridge Certification Authority
(FBCA) Demonstration and Pancl—
Part 11
Chair: Richard A, Guida, Federal PET Steering

Conmmiller
Tim Polk, NIST
Stanley Choffrey, G54
[Jave Fillingham, A4

This panel will discuss effores 1w establish and
operite a Federal Bridge Certification Authonty
(FBCA) 10 support peer to peer, non-hiesrechi-
citl interoperability among disparate agency PRI
domains, and ultimately with PEI domains exter
nal e the Federal government. The discussion
will covers () how interoperability among
Federal agency PRI domains may be effected on
a policy and technical level; (b} why the FECA
concept has emerged as the most attractive solu-
tiom; (o) how the FRCA has heen implemented
and tested in prototype form at the Electronic
Messaging Association Challenge 2000 confer-
ence in April 2000; (d) how the production
FBCA is being developed; (e) what the principal
challenges are on a policy and technical level
{including directories and clients); and (F) how
the FECA activities will be managed pursuant by
a Federal PRI Palicy Authority.
Technical Degree of Difficulty = 5 o 4

Aoom 308

Incident Response—Tracking Them
Down—Part 11
Bill Hancock and Charles Neal, Evodi
Communications

Ok, you've found om you've heen zntacked,
cracked or hacked {depending upon vour defi-
nition ). You may even have stopped it success-
fully—for now, The problem remains what do
voul o ahong finding out where the attecker is
coming from and what can you do o mitigale
damage in the future or deal with the atacker in
real-time when it happens again, The speakers
in this session have been there and done that.
Both have many years in tracking down, literally,
hundreds of hackers, crackers, cyberterrorists,

8

extortionists and other manners of cyhercrimi-
nals, This session will provide insight on how to
praperly track incoming attacker activities, the
use of technologies such as “dean” Trojan Horse
programs to deceve atackers, the use of *honey
pot” and other “atractor” wechnigues, evidence col-
lection and presenvation, chain of custody tssues,
wintl law enlorcers need and want on e LTINS,
and the myriad of ether information needed o suc-
cesstully ek attackers o their lair and get law
enforcement engagerd (o prosecute,

Room 309

The Healthcare Vertical Turns Its Eyes
on Security—The Impact of HIPAA and
other Legislation on Security Engineering
{p. 671)
Liza A Gallagher, £xodus Securify Services; and
Lewis Lorton, Ferum o Privacy and Seeurity in

Healifeare

This session will provdde an accurane and gen-
eral understanding of relevant heatware legisk-
tion, and will provide specific understanding of
patient rights and the requirements for use, disclo-
sure and authonzatons for patent records, Topics
o bee cowvered in this session include: a hisory of
privacy and security regulanons for healtheare,
HIPAA and adminiswative simplificaton, relesant
regrilations thist fow from FIPAA, bow this affects
security engineering, compliance isoes, and impli-
cations of noncompliznee,

floom 310

Information Systems Survivability:
Protecting Critical Systems (p. 656)

Chairz Richard C. Linger, CERT Coordingfion Cenler
Rohert |, Kllison, CER T Contination Center

Johm McHugh, CERT Coordinatien Center

Increasing socicial dependence on large-scale,
distributed information systems amplifies the con-
sedquiences of inmmesions and compromises., [1is
wital thint these eritical systems surive o provide
essential functions even when n[:r.r.ni::l_:'r-undrr
adverse circumsiances, The objective of this me-
rial 15 to describe practical [l.'!l'l:ll'llil.'llll:!!i fiar sy
ability analysis and design that avendees can apply
in their own environments. In particular, the tto-
rial introduces the Survivable Nemwvork Analwsis
(SNA) method developed by the SEI's CERT/CC,
a5 1 means 10 assess and improve sucvivabiliny and
securtly characteristics of planmed or exasting
information systems, The SNA method introduces
concepts of mission suravabality, essential services,
intmnision scenarios, inmnsion resistance, recogni-
ton and recovery (the three R's), and Sunavabali
Maps. The nutorial will present a case sty of sur-
sivahility analysis, and will discuss survivabilicy
research activitics.

Technical Degree of Dilficily =5

Tuesday, Ocrober 17, c000

fiooms 327329
Access Certificates for Electronic Services
[ACES)—Enabling Government Lo Citizen
Interaction via the Internet (p. G54)
Chair: Judith Spencer, €34
David Temoshok, GSA
Sianley Chofirey, (254

The Access Certificates for Electronic
Services (ACES) program utilizes industry part-
ners providing COTS solutions designed wo facil-
itate secure on-ine access to Government
information and services by the Public through
the vse of o PRI The ACES vision is that a single
mermber of the public or a business representa-
trve would have one digital sgnature ceriificate
with which he or she cowld do business with a van-
ety of Federal agencies, mclwding the electronie
sigming of forms prior to submisston, This panel
will discuess the value of public key wechnelogy and
cligntal signatures tor doing buanes on the
Intermet, presentactoal case stidies, and proside a
tive demonstration of an ACES transaction.

finom 330
Paper Session: Common Criteria Issues
Session Chair: Pat Toth, NST

Thoughis and Cuestions on Commaon
Criteria Evaluations {p. 203)
Renneth & Olthaff, N5A

Towards the Formal Modeling of a
Secure Operating System (p. 408)

Dan Zhow, Forida Atlentic Unfversity

The Opun Platform Protection Profile

(OP3)—Taking the Common Criteria to

the Outer Limits {p, 211)

Marc Kekicheff, Vizr fmisrnational Seroices
Associnaitton

Aooms 331—332

Issues in High Performance Computing

Security (p. 657)

Chair: Raylord B. Vaughn, |r, ."ufl'l\.'uin."lf.llf.lj Srale
University

Yo Desmadt, Hwtda State Linseraty

Douglas Engent, Argonne National Laboratory

Jesse Pollard, fhall

This panel is composed of researchers and
practitivners in the area of high performance
computing (FIPC) security and its purpose is to
address whether or not HPC represents new
security ssues or whether traditonal solutions
apply. This topic has heen addressed at the
WISSC for the past two vears in the form of tech-
mical papers—bnt the opporniy has not yet
been presented fora panel discussion on the
pic. This panel seeks to close that gap and to
describe not only F1|}q.i[i|‘:-l|i asanciared with this
interesting topic, but b also describe current
rescarch in the field.




Wednesday, Ocftober 18, 2000

B:30am—10:00am

Hooms 301—303
Guerilla Security: The Martial Art of
Infosecurity (p. 699)
Andrew T. Bobinson, s /meein InfoSecurity
Selutrons

While the basic principles of InfoSecurity
have not changed in decades, the needs and
realities of the InfoSecurity threal environment
hawe changed radically in the past few years,
Many InfoSecurity policies have failed w adapt
tor this reality. Such inertia means that the
InfoSeccurity policy does not adapt 1o the needs
of the organization and 1o new threats. Guerilla
Security, also called RAPID {Rapid Policy
Innovation & Deployment) isa methodalog
based on flexibility and rapid response, Thess
characteristics allow an organization 1o practice
consenvative InfoSecurity practices while remaine
ing responsive 1o the needs of the organizaton
and 1o mew InfoSecurity threats,

foom 307
Your Always-On Connection & the
Telecommuter (p. 618)
(hairs Peter Dinsmore, NAS Labs, Nefwork Associates
Michael 51, Johns

Always-on Internet access e the home pro-
vided by emerging broadband technologies such
as cable modems and DSLL & rl:mngin.g ithe WLy Wr
live and work. Reasonable lmndwidth connections
coupled with instant and constant access is integrat-
ing the: Internct into our lives, This panel will
explore the securily implications of not only this
new eehnology, bue alse of the cianging work
models, What are the risks to 3 home wser? Toa
tedecomumuter? What are the risks 1o corporaiions
that set up virtual offices over the Internet? This
panel will also explore the solutions that are avail-
able. Do D need a personal frewal 2 Whar will a
VEN prowide? Finally, the panel will explore what
the: future might hold,
lechnical Degree of Difficulny =4

fioom 308
Distributed Denial of Service Attacks—
Can We Survive This New Threat? (p. 6582)
Chair; [on David, Leliman Bmthers
Steve Bellovin, ATET Labs Reseerch
Bill Cheswick, Liccent Techriagies
Faul Ferguson, Ciien

D08 auacks have recently made headlines
by taking down major networks and services,
The sharing of attack “enhancements” and the
providing of atack wools via the Web makes
these anacks a growing threat. This session nves-
tigates the mature and elements of DDoS attcks,
and presents things to be done by users, s
adming, [SPs, router vendors and the like to best

treat this threat, Key areas it will treat are: What
15 4 DTS attacks How is D00 different from
other threats? Can they be detected in fime? What
secunty/ metwerk practices need be in place? What
user prepanstion is necessary for DDGS hits? What
incbusiry preparation is necessary for DDoS?

Hoom 303
Understanding FIPS 140-2 Validation
{p. 712)

John Morris, Corsee Seruriyy

Hear a former FIP'S 140-1 lab manager
fK[:liLill what these ('l':-'l’:lldlﬁril]_lhi:: madule ;,5-,_-||-|-i_|-!.-
certifications truly mean, how they affect govern-
menl purchasers and commercial vendors, and
b Buature validiions will change. The session will
inelude an intersction with the audience and can-
die discussion on FIPS 1402 and other govemment
secunity vilidagons, Explore whether current US
andd Canadian seowrity standards effectively
enhance COTS eryptography products designed by
intermational compsnics,

Technical Degree of Difficulty = 5

floom 310
Single Sign-on: Myth or Reality (p. 685)

Thomas Peltier, Netigy Corporation

As enterprise computing becomes more and
mare complex, with business systems installed
across multiple pladorms, form mainfrune to
client-server ta PO, the need for a secure way to
provide wsers with a single authentication point
becomes more and more important. There are a
number of methods and products on the market
today with which we will examine what you will
need o do o be prepared for secure single
signeon. We will also identily a set of functional
requirements fora secure single sign-on
methodology, so that anendess will be beteer
ahle o« O raare the ]Jm:[urls availahle,
Technical Degree of Difficuly = 3

fooms 324—32

Strong Authentication
Chair: Fred Tomphins, K750
(TBD)

Stromg authentication is characterized Ty the
use of at least pwo kinds {or pieces) of evidence,
atleast one of which is resistant 1o replay. While
there is a consensns for this kind of solution
among security people, it has been resdsted by
management as expensive and by users as awk-
ward or burdensome. This panel will demon-
stritte several deskiop-based commercial
solutions 1o this prohlem, These solutions will be
used o demaonstrate that the cost is measured in
prnnies per wser per day and that by basing the
solution on the desktop, the solutions can he
made exsy [or the user

fioom Ja7—323
“Hands-On" Approach of Building a
Security Program (p. G84)
Bill Hadesty, L5

One of the Federal Covernment's larges
civilian departments has hired vou to put a new
IT security program in place quickly with limiied
funding. Where do you start when the goal is (o
Iave the Department of Agriculiure become a
mode] For computer security in three years?
Where do you start when your hoss was one of
the authors of the Compater Security Act of 19877
Thiz is the challenge faced by Bill Hadesty as the
Associate CIO) for Cyber Security at USDA.
Deawing on experience gained while developing
and implementing a similar program at the RS,
Mr. Hadesty will outling strtegies for providing
executive leadership and divection, ensuring
conmpliance with laws and regulations, establish-
ing and enforcing standards and policies, and
providing security experiise and oversighi,
Techmical Degree of Difficnly = 1

RHoom 330
Paper Session: Architectures
Session Chair; (TR

Chain of Trust in a Digital Signature
System Based on a Smart Card (p. 267)

Jean-Luc Giraud, Creaiflus, France

An Efficient Secure Authenticated Group
Eey Exchange Algorithm for Large and
Dynamic Groups (p. 254)

Jim Alves-Foss, University of Tduke

Business Process Driven Framework for
Defining an Access Control Service
Based on Roles and Rules {p. 234)
Ramaswamy Chandramouli, NIST

Aoams 331—53¢2

Information Security Research and

Development in Academia (p. TO6)

Chairs Susan M. Dridges, Mewsioiigs Siate Uity

Blaine W, Burnham, Urifversity of Nebwaska

Dipankar Daspupta, Unizersity of Memghis

James A, Davis, Jowa State University

Cnehian Irvine, Neval Postpradasese School
Research and development activities in infor-

miation security within academia have been

rather Bmited wntil quite recently. This increase

i interest is also reflected inoan increase in

fumeing wailable from government agencies

such as N5F, DARPA, and NSA for research in

information security and it is likely that more

universities will be maoving ineo this area. This

panel will present a sampling of the ypes of

research in the area of mformation security that

are being conducted at universities.

Technical Degree of Difficulty = 3
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Tssues in High Performance
Computing Security
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Cryptographic Module
Validation Program

07 Your .-"Llh':Lj.n-Uu
Connecton & the
Telecommuter

04 Distribued DDOS: Can
We Survive?
Understanding FIPS 140-

K 2 Validation

310 Single Sign-On: Myth or

324326

3] le j 3
3273249

540

Healiy

Biometrics - Understanding
the: Architecture, APTS,
Encryption and
Authentication Security for
Imtegration inte Existing
Systems & Applizitions

seorvecard for Unline
Aunthentication
lechnologies

The OM-AM Framework
and Role-Based Access
Caontrol

Solutions

Focused Solutions 2000
Strong Authentication

Focused Solutions 20010
Deskiop Security

Focuseed Salutions 200H);
End-to-End Encryption

Focusied Solutions 20000;
Certificate Based
Administration

“Hands-On" Approach ol
Building a Security
Program

Working on a Shoestring -
Dealing with Your Security
Problems in the Absence
af Funding

Cybersecurity m the Year
20000 Not Just for
Administrators Anymore

Professional Certification of
[nformation Security
Professionals

Papers

Architeciures

Refocused Views

331-232

Information Security
Research & Development

Information Securty
Laboratories in the
Academic Settng

Informaton Access Issnes

Innovarions in Blometric
Authenticanon
Technolomes

Prefocused Views
Certificates in the Internet:
State, lssues, and Futures

8:30-10:00

10:30-12:00

1:00-6:00

301-503 Collusion Detection Las Vegas Sryle

07 MLS & Its Evolution
Closing Plenary

I Tracking the Virus Writer: The Legal Ramifications Panel Discussion:
Michael [. Jacobs

R Anonymity in the Information Age Mr. Simon Gauthier
D William O, Mehuron

b [1] [A Technologies: 10 Years Past, Present & Future

H24-526

A2T-529

330

Post Conference
Workshops:

See pages 168 17
[or Workshop
Descriptions

Solutions Biest Security Practices: Lowering Quality's Total Cost
Computer Security from the Trojan War wo Now
Papers Operating Systems and Their Effects on

[nformation Security

S31-532

Smiart Card Security Users Group PP & Projects
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10:30am—12:00 noaon

:Fl'l”:.ll
An Introduction to Consequence-Based
Risk Assessment (p. 758)

This mtorial will present the basics steps
imvolbved in a consequence-based IT rsk ascesment,
the advaniages of a consequence-based approach,
and the differences and relationships among
threa, vulnerability and risk. fowill show how quali-
tative threat, vulnenshility and consequence infor-
muation can be combined to dedve a gualitative
value Tor risk and offer an easyto-understand
graphical way to present risk assessment results.
The tuterial will conclude with a brief discussion of
uncertainty and risk mingtbon,

Technical Degree of Difficuly = 1

Roams 301

foom 307

Security for High-Speed Interneis (p. 721)
Chatr: JelT Ingle, Community Managemen! Staff
Chris Kuhae, NSA

The explosion in the growth of the Internet
and private networks has been driving Bister net-
work spects and inereased services. New wechnolo-
gries and proweots are fueling this growth and are
expected to meet the increasing bandwidih
demands. Security could be an enabling faclor in
this growth, but there are some strong challenges
in providing the security and survivability for future
networking. Some of the security and sunavability
challenges in futre networking inehide encryp-
fiom, authenticition, key management, dat
interity, the role of firewalls and guards, and sl
ing network and securily management
Technical Degree of Difficuly = 4

foom 308

How Do We Prevent Denials of Service?
(p. 723)

Chair: Peter G, Neumann, SR International
Steve Bellovin, ATET Labs

Virgil Gligor, University of Maryland

J-F- Mergen, Cemuity

Marv Schaefer, ARCA

Suhsequent 1o cartier dentalolservice (Do3)
flocding attwcks, the urry of distributed denialod-
service atacks in February 2000 has intensified the
realization that the problems we face lie deep in
our information infrastruciures—inadequate pro-
tection and integrity in operating sstems, nemwork-
ing, prowcels, mailer environments and many
mther ;1[_',P]i{u.|jq_|l 1%, mndl |F|'.h."l'.l|.'il.2‘|l.|! ]]!’.I.i'[i.l't'. This
pane] explores what {ifanything) can he done w
combat denials of service from 2 coal systems, nel:
work perspective, hopelully without wo serionsty
eompromising the performance that everyone beas
COME 10 eXpeel
Technical Degree of Difficulty =5
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finom 308

A Protection Profile for FIPS 140-2,
Lessons Learned (p. 740)
Chair: Miles Smid, CyrraCom Salutions
Jean Petry, CygnaCom Solistions
Shari Galiteer, CygnaCom Solufions
Ray SnoufTer, NIST

NIST's Crypiographic Module Validation
program has been highly successful validating
over 95 cryprographic modules as being compli
ant with FIPS L1401, Recently, NIST hias drafted a
revision of the siandard {Deaft FIPS 140-2) that
offers sever improvements, but the esing
process remnains basically intact, This presentation
will explore the easibility of developing & Common
Crteria based Protection Profile for Daf FIPS 140
o The presentation will cover the lessons learmed
when rving to map a previously cxastng standard
imtos the Common Criteriaand in developing the
corresponding protection profile,
Technical Degree of Difficulty = 3

Aloom 310

Biometrics—Understanding the

Architecture, APT's, Encryplion and

Authentication Security for Integration into

Existing Systems & Applications (p. 729)

William H. Saito, [/0 Softwer, fne
This session will explain how to implement

and build biomerric technology to augment cur-

rent security systems while explaining specific
isstees. We will investigate the major biometric
technologies, where they fit, and the questions
vou should ask when Jooking at these products

Learn how to approach biometric authent-
cation including:

+  Seamlessly developing biometrics 1o enhance
VoL Eexisling security.

»  Developing a common methodology for soft-
ware developers looking to integrate biomer-
rics into their applications.

o Client/Server programming isswes o consider,

#  User eprollment problems and solutions,

*  Developing APT's |:,-".|_|||'I':|'.‘|Ii1ll1 Programming
Interface) 1o implement a secore ssienm.

Technical Degree of Difficuly =5

fiooms 324—32h
Deskiop Security

Chair: Oscar Marcia, Dedeilte & Touche

(TBID)

For almeost four decades now we have wortied
ot Tregion Horse attacks g the mainframe,
Tor dare, we have resisted such acmcks by recopniz-
ing and removing known attack objects, While this
worker reasonably well against broad attacks, there
is every reason o believe thatsuch defenses will be
uscless against focused attacks, This panct will pres-
ent several commercial-offtheshel! products fo
securing the c3|_-l|n|r. These pn:-d'.u'n miay be stand-
alane or integrated with strong authenticiion
called for in the first panel. They may permit

Wednesday. Ocfober 18, 2000

some user contral bt permit management o
implement F'“]i‘ ir=s which users cannot overmide.

Rooms 327—3
Working on a Shoestring (p. 727}
Chair: David Jarrell, (54
Steve Lipner, Micrmsoft Securily Hespanse Cenler
Shawn Heman, CERT Coontination Cenler
Kenneth Ammaon, Netwad Seewrity Techmolsmes, fnc
It is a generally accepled assumption that
network and system seeurity solutions require
sizeable Anancial resources to implement.
Although this may be tnee for many options,
there are some nr.j_‘ﬁl"_luL" |-1|11ri:'|.l1'|1'l11.'l|!1 l|I.II.
when put inte practice, can make an immense
difference in the overall securiy profile of vour
nemwork or computer system. Undersianding the
imterrelationships for the elements of a com-
puter security program and some basic practices
is the key to an effective computer network
defense.
Technical Degree of Dilliculry = 1

fioom 330

Paper Session: Refocused Views
Session Chair: Thomas Hendricks, NS4

Rethinking Department of Defense
Public Key Infrastructure (p. 303

Jason . Hackerson, The Meredith Growgs

Corporate Vital Defense Strategy:

A Framework Tor Information Assurance
ip. 288)

Bel G R;.I:th.'.'.l.l.l. Pace University

Trends in Government Endorsed
Security Product Evaluations {p. 279)
Rick Smith, Secure Comfeting Corporation

flooms F3l—3d
Information Security Laboratories in the
Academic Seiting (p. 739)
Chair: Blaine W. Burnham, University of Netmasha
Cynthia Irvine, Neval Postpradute School
Willis Marti, Texns A &M Curverity
Debarah Frincke, {Mniversity of fdaha
(TR, LS Mibtary Academy

Dreveloping a hands-on libortory experi-
ence is one of the most challenging aspects of
ereating an academic program in information
security, Several academic institutions are in the
process of making that investment in developing
and presenting information secarity lah courses,
This panel will have represenuatives of these cal-
leges describe in some deiail the lab develop-
ment, the comext for the lab, overrearching
considerations they encounmered within their
schools, and progress to date.
Technical Degree of Difficuly = 1



Wednesday, Ocfober 18, 2000

1:30pm=3:00pm

Room 307-303

Information Security Year in Review—
Technice] Vulnerabilities (p. T66)

David Bennedy, IC3A, fire.

A kminute review of the major echniral
vilnerahilifies discovered in svstems during the
us 2 months (Oct #83=5ep 4. The mto-
linclude dizouss categories of technical
problems and drew from CERT advisories, harrd-
ware and softwane vendor's edvisories and public
discussion forums. The inended audicnce is
[nformatien Secarity (15) managess and practi-
fieers whao are oo huss o monitor all of these
faruwms, The nzrorial will provide @ snapshor of
major prablems and trends than have emerged
since the [ast MEBSCL
Technical Degres of Difliculy = 5

Room 307
Security for Domain Name System—
Beady For Prime Time (p. 745)
Chair: Olafur Gud mundsson, NAT
Dawid Conrad, Nammun 454
Febward Lewis, NAS
Jukin pven, LUSA

A zecured Domain Name Sistem is becoming
an operational reality with the larest release of
the BIND software by the Intemnet Sofiware
Consartinm. Besides being able 1o mrust the
name-tn-address mapping, ONG will offer bene-
fiis o other prawenls by making public
availalile throngh RS, and by aceommod
cerificates

Thas panel will be of interest in leaming
haw it ean be secured and anyone that wanis 1o
make plans to take advantage of DNASEC,
Technical Degree of Difficulty = 5

LAlImg

fioom 08

Black Hai—White Hat (p. 751)

Cheiry G Mark Hardy, Saerdead, dne

Mark Fabeo, Grondens, fae

ey Eaplan, Cussdent, Tne

Raiph Logan

Bliack Hat One (name god orpanization anifbeld]

Black Hat Two (mee awd argumimation stdithels |
[his pane] discussion will featore a lively

bteraction Berwren several well-known “white

hat” secunsy experts, and a mumber of “black

hat” speakers (the “dark side” of the hacking

community}. The goal of this sesson i provide &

question-answer session for avendess o investi-

gate the lawst methods used v protect informa-

tion gsze1s, and what methods are nsed to atack

them. W; tgr: the hlack hat presenters will not

hesitate to “rell i ke iis”

Technical Degree of Difficulty «= 4

Hoom 3

Testing of Cryplographic Maodules
Against FIPS 140-2 (p. 765
Chair: Bandall Raster, SNIST
Annabelie Lee, NIST

Ray Snouffer, NS

Om July 17, 1995, MIS] estahlishad the

Cryprographic Module Validaion Program
(CMVT) chan validares cryptographic modidles @
FIFS 1411, and other FIPS ciyprography based
standards, The CMVP affers a documented
methodology for conforminee wesung zthrougha
definerl set of security requirements in FI'S i
L & 2and ocher cryptographic standands. The
panelists will provide detzcled information on
the philosopby amd goals of eryprographic mod-
ules testing, the DTR, conformanee/ complianoe
testing, and cryplographic module aboatory
accredittion.
Technical Degree of Dilficulty = 4

Hoom 310

Seorecard for Omline Authentication
Technologics
Dow Williamson, RSA Security, fn
Authenticaion—the independent validation
of the identity of 2 user, server, or process—is
critically imporcant for eccommeree. This session
Pn]n-:]-'_': il COTIman et of criteri I:I'!u which 1o
evaluate different mechanisms and an objecive
“scorehoard” of several popular choices, incluz-
i Uzermeme, passwortd, Tardwars takens, solr-
ware tokens, Kerboros, al certificatss, smart
cards, and hiome s,
Techoical Degree of Difficulty = 4

Aoom 24—3ih
End-to-End Encryption
Chairs David Kennedy, M54, Tne
(TR

The modem network offen provides mul-
ple paths berween any twa points, Such routng
improves the probakilit that a path will be avail-
ahle and may also provide additonal bandwidis
on demand. However, traffic may not follaw e
path thaat management expects, I the taffic is
successfully Emited o 3 reliable path, this path
may nol be the cheapest, most convenient, or
cven available when needed. This !]:l[ll:'.. will
present & number of commerdakofl-the-shelf
solutions that secure the reaffic all the way [bom
the client to the server. These solutions work
arross arhitrary nemworks,

Technical Degres of I

foom 327—339

Cyhersecurity in the Year 2000: Not Just for
Systems Administrators Anymaore (p. 752)
Chair: Richard Shullaw, Fiis
Danmy Marklew, HHY
Raobwn Large, The Cenfer for Sufyor? of Farlne
Marianne Swanzon, NST

“This panel will loek a1 the isses of cvber
security as they affect child support enforcement
progranms. AL the Federal and Sate levels of gos
ernment, this program prevides subsnial bene
fits 1o single parents: aneel their ¢ hileren. Matonal
informmEton systems sepport State effons o
inerease the amount o child suppart collected,
Because of the scope of the dia, and the sensitdhvity
of the informaton, we have mken active sieps (o
erune privacy and secunity of dan
culty = 1

Hoom 330

Paper Session: Information Access Issies
Seesion Chair: Dawn Hendricks, N3

Controlling Primary and Secondary
Aceess 1o Digital Information (p. 351)
Marshall I, Abrams, The MITRE Corforatios

A Duery Farility for Common Intrusion
Detection Framework (p. 317)
Sushil faiodia, Geevrge Meson Uity

Secure 3,500 Border Directory Proxy
Server

Faren M. Goertzel, Whang Grernment Serices, e

Aoom 331132

Trmovations in Biometric Authentication
Technologies (p. 766)

{'ha.ur JefT Dhun, WS4

Tiltews, SAFLIVE

Fernando Podio, NIST

With the advent of the new century, iLhas
become apparent that theee is 3 great need for
higmetrics, Utilized alone or miegrated with
olher technolngies such as smart cards, encryp
tinn keys, sd digisal signatures, biametrics ar
gel 1o pearvade nearly all mpects of the economy
and aur daily lives, The need for biomerics can
|::||: found incommerse, in Federal, State and
Local governments, in the military and in com-
me i ieztons. Trustworthy clectronic
commerce and eleciranec gayerns I, for
example, can be achieved through the utilicr
tion of strong personal authentication proce-
chieres, ‘Trast in these elecironic trensactions will
be essertial 1o the healthy grovah of the glahal
ceonomy,
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I-10pm—5:00pm

Aooms 301—303

Information Security-Year in Review—
Computer Crime (p. T83)

Mich E. Kabay, ADARIT, o,

A S0minue review of some of the maost sig-
nificant computer erime incidents of the yvear
(Ot 92-Sep. (). The intended avdience is
Information Security (15) managers and practi-
toners who want 2 short, non-technical siem-
mary of case reports drawn from news wires ani
Wels-hased news sources, The course materials
are often useful o update the participants’ own
securily awareness presentitions; clectronic
(PowerPoint and Acrohat) versions of the course
materials arc made Freely available 1o all partici-
pants by the author
Technical Degree of Difficuly =2

Room 307

SNMPv3 with Security and
Administration (p. 770}

Chair: Jeffrey D, Case, SNMP Research fne
Russ Mundy, SN Reeareh Tne.

The Internetstandard management
framework, based on SNME, has become a global
standard for managing Intemets and Inianets, As
a result of these application envirorments, there
are requirements for strong security for the man-
agement function in many environmenis. This
panel session will describe SNMIVS from the sian-
dards view, the vendor view, and the wser view. The
sessian will also address the secuny architeciure,
layering, and operations, including key manage-
ment and coexistence and transition issues.
Techniral Degree of Difficuly = 4

floom 308
Recent Trends in Hacking {p. 771)
Chair: Peter Mell, NIST
Tom Longstalf, CERT
Jelt Moss, DEFCON
Andy Balinsky, Ciern
Chris Bouland, 155

If hacking techniques remained constant,
ihe problem of computer security would hive
heen solved long ago. Instewd, previously unscen
hacking paradigms eme TEE ¢ sach year that ke
advaniage of new fearures in software and cir-
cumrent security mechanisms, This panel will
begin with a history of hacking events and devel-
opments starting from the 19705 1o the present
day. Then, experts from the hacking community,
an incident handling organiztion and @ security
vendor will discuss emerging hacking trends
from their unique vantagepoint.
Technical Degree of Difficulyy =4
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Room 309

The Cryptographic Module
Validation Program: FIPS 140-2...
The Next Generation (p. 790}
Chair: Annabelle Lee, NIST
Ray Snoutfer, NST
Tom Casar, CSE, Canade

[ the Fall of 1998, FIPS 140-1 entered & reg-
ularly scheduled Byear eview o consider new
andfar revised requirements needed 1o meet
technological and economic change. A reviced
draft standard was produced based on the public
comments received, previously issued implemern-
tation guidance and a “line by line” review by
the NIST, CSE, and testing laboratory stafl,
Completion of the FIPS 1401 updaie to FIPS
140-2 is anticipated by October 2000
Techmical Degree of Difficaly = 2

Room 310

The OM-AM Framework and Role-Based
Access Control (p. GO0)
Tavi 5, Sandhu, George Mason Uity
Cyherspace security is andamentally abouw
control of authority and tnst, We don't know
what form Tutiere systems will take, but they wll
surely be very different from today’s, We can
postulate they will be lange-scale, highly decen-
tralized, pervasive, cross arga nizatinnal bownd-
aries and evolve rmpidly. Current security
docirine cannaot deal with this complex and Nuid
enwironment that is inevitably emerging, This
tutorial will discuss the speaker's recently pro-
posed OM-AM framework as a promising
approach to security engineering in this brave
new world.
Technical Degree of Difficulty = 3

fiooms 324—326

Certificate-Based Access Contral and
Administration

Chair: Bill Murray, Delaitte &
(TR}

Histirically, access control dat, that s the
rules of user access or privileges and capabilities,
brave been stored on or near the rget system.
The data has been trusted becanse these systems
have resisted arhitrary changes o the data. This
panel will present a number of commercial-off-
theshelf systems where user credentials, privi-
leges, and capabilities are stored on the deskiop
and administered from a single {central) inter-
face. The credentials, privileges, capabilites are
signed by the tssuer and trusted hecause of
where they were issued rather than because of
where they have been stored, Because a target
system need st only credentials, privileges,
and capahilitics that it (or its management)
issted, the targer and the user need not be in
the same domain of trust, In other words, these
systems can be expected 1o scale bevond the
COECTRTISE.

* Touche

Wednesday, Ocfober 18, 2000

loams 327—123
Professional Certification of Information

Security Professionals (p. 773)
Chair: L-.||n MeMNuley, 84 Securily

James Wade, Air Touch Cellular

Willizum Murray, Defortte & Tomeche
Shirley Mali, Crtieal Jnfrastreure Asaemce (ffice

Joan Hash, Sacial Serumly Adwintstralion

This panel will focus on the current stanes of
ellorts to elevate the status and effectiveness of
information security specialists through the
development of professional certification pro-
grams. Becent changes to the Federal Govern-
ment'’s information technology ocoupation series
recogmize st information security bas become 2
separane and distinet career field. The Office of
Personnel Management recognizes Professional
certification as being cne of the critera for qualify-
ing for government mformation security positions,
The members of the panel will discuss various
aspects of professional certification.

Technical Degree of Difficulty = 1

Room 330

Paper Session: Refocused Views
Hesaion Chaie (TRD)

Database Security 2000 (p. 588)

John B Campbell, A5A

Privilege Management of Mobile Agents
ip. 362)
Wayne Jansen. NIST

Towards XML as a Secure Intelligent

Agent Communication Language (p. 371)

Alexander I, Koreek, Se, Vinginie Commanzealih
University

Rooms 331-33¢
Certificates in the Internet: State, Issues,
and Futures (p. 784)
John Linn, S84 Labaoratones

This presentalion examines Current progress,
issues, and fure directions in IETF work on
Internet certificate usage. A cerificate profile
and operational protocals have been published.
Current topics inclede high assurance qualified
certificates; management protocol altematives,
application integration (e.g,, 5/MIME, [Psec),
time stamping, and attribute certilicates for
authorization.
Technical Degree of Difficuly = 4



Thorsday. October 19, 2000

B-30am—10:00am

faoms 301303
Collusion Detection Las Vegas Stde (p. B15)
|l Jomas, Systemss Resenrch & Develatimen
Pratecting an orgmiztion s ases is becoming
an incremsangty com plex tek. The back-and-urth
witr betwern atack and defense imar thly means
creating more sophisticed poliches, procedures,
and controls, However, sven the most advanced
protecion measures can be rendered wseless Ty
callusion, Collusion Detection Technology
{CDTECH) peosides oranizatons with & new
weapon aguinst the insicious threat of eollusion.
Technical Degree af Difficuliy = 2

Atom 307

Multi-level Security (MLS) and Its

Evolution 1o Date (p, T92)

Chair: GuR. *Greg” Clingan, Jofan nnsnations
Growh, LLE

Chrstian Cooke, Impaet innoations Cronp, L0O

Thomas Bess, il dnervatiny Grang, LLO
This panel will discuss the evolution of M1.5

starting with ezrly effors in the middle of the

Last millenminm, early wse of mechanics] ciphers

e e dintain evels of data secority, The panel will

go o i discuss MLS in a computerieed age mk-

ing alook at systems developed for the govern-

ment and in the private secton

Technical Degree of Difficulsy = 3

Aoom 306

Tracking the Virus Writer—The Legal
Ramifications (p. 794)
Chair; Christine M. Drshesky, Feee, LG
Chengi “Jimmy” Kuo, Nefwank Associaies, fnr,
Jessica Herrers, Depardment of Justice
Sarah Cordon, IEM Rewsamh
(TR}, FRI

The growing prevalence ol denial of service
wirus atlacks his brought law enforcemen atten:
Niom to the compuler virus and malware sita-
tiore. This panel &= composed of kuy enforcement
professionals and those that assist in vins inves
tigetions and as such can provide insight into
the legal requirements and mmifications of dras
wrting and virus dissribution, [Lis the aim of the
piiniel to provide the online eommunity with
watys to elfectively address this threa and affect
deaisions made about appropriawe punitive or
restittion maters,

Technical Degree of Difficuly = 9,5

Roam 309

Anomymity in the Information Age (p. §27)
Chair: Blaine Burnham, Caversity of Nebraska
Tany Betting, Ganden Technodogten

Ed MePherson, PO

Hans von Spakovsky

Robyn Wagner

Anomymity in the information age & positaned
10 b ome aof the most contentious ssues to be
reschved. This panel will explore thee {suies of jusi
woat is the nodan of amo |'|Tr|if:|'_ howe oes this
nution manskie, refite 1o process o0 the Iniemer,
what are some of the avaifalile mechanisms and low
dos they wark, who are the sakehobders and what is
their ke on the stans of the disusion
Technical Degree of Difficoly = 2

Room 310

Information Assurance Technologies:
10 ¥ears Past, Present, & Future (p. 810)
Chairz Jack Murphy, Electranic Bata Syuens
Garv'Mnore, Entrus! Teclinelocier, Tre
Tom Haigh, Secure Canlating Corparntione
Bobert Giovagnoni, #EFENEE
Bonds Henning, Hersis Corparation

[n the next decade Infomation Assurance
will dominate the atention of many ClOs,
Simple amateurish e-mail virses contine 1o
;.:-lagm- Clrs. Profiessiona) lackers ane be ._||-|-|i||g
mare sophistcated every pear in identifiing and
exploiting neswork, hest, snd application vwilners-
liilities, Bapiad, effectve response 1o thess threats i
e o oday's biggest problems. This panel consiss
of fie representatves of the Information Assurance
indiestey whto will discus the evolution of
Information Assurance echnologies and solutions
oner thie next |Goyears,
Technical Degree of Dilficuloy = 24

fiooms 124—138
Best Security Practices: Lowering
Quality’s Total Cost of Ownership in an
Age of Growing Complexity (p. 626)
Chair: [ames P, Craft, Lnited Stater Agrncy for
Internatiamal Develagment (USAID)
Tom Burke, Corpriter Scimice Corporalion
Jack L Brock, Jr., A0
Guy L. Copeland, Combater Sciemees Canporation
Robent E. Giovagnoni, i0EFENSE
Best practices efforts have provided usefinl
Lenchmarks 1o guide uwsers embarking into
areas of new endeavor. The CIO Council’s Besi
Secunity Practices website mkes this idea to 2
new level, The Federa! government B facing
eformous costs fo secure its IT infrastructure.
Avniding some of these costs will take 2 new
definitinn of best practices,
Technical Degree of Difficulny =2

Hoome 327129

Computer Security from the Trojan War
ta Mow (p. 797)
Charles B Plleeger, Exodii Securdty Servieer

This histary of computer and neowork spoa-
rity has an unfortumate habic of repeating itself,
Although one may chink: thar virs armeks are 3
phenomenon of just the past few vears, in Fcr,
they and other computer secudty problems have

been with us for several decades, B warse,
som lessons learned the hand way 2 long fime
agn are heing relearned today. This talk will
conet the highlights of the history of securiy,
with special emphasis on past preblems and
sclutions that should be known by moderm com-
puter security professionals, The @k will iden-
1 some ef the fundamens) work in and
pioaeers in computer security, and shiow the
rebatinnships between their comributions and
the: Curment compute r security situation.
Technical Degree of Dafficuln = 4

Room 330

Paper Session: Operating Systems and
Their Effects on Information Security
Session Chair (TRO)

An Operating Svstem Analog 1o the Perl
Data Tainting Funct onality (p. 392}
[¥ana Madsen, (18 Asr Sres

A Taxonomy of Organizational Security
Policies (p. 225)

Gary W. Smith, Seenee Alplications fmimmational
Carparnativm

Policy-Enhanced Linux (p. 418)
Paul . Clark, Noval Fostpraruste Schoal

fiooms 331332
Smart Cardl Security Users Group
Protection Profile & Projects
Chair: Eenneth Ayer, Vire Siemationel
Donglas E. MeGovern, Bap Mo Trednical
Consulients, Mne,
Fernandn Lourenco, Hursfey International
Marc Rekicheff, Viss Mntermpiionad

Smart Cards have been around for more
than 20 years and are widely wsed in the finan-
cial services and telscommunications indusiries,
They have recently been improved to carry mul-
nple applications, potentially including privace
keys that can work in conjunction with secure
netwark aceesy. Their security has been assured
by proprietary testing and evaluations by theis
users and the PAVITIENL A0 AN oS wsers have
Tormied to Facilitate I11l:.i:|' COMman [nlq'lntalg
interests. Recently efforts have been made 10
bring this security testing in 1o the Common
Criteria (150 15208} process, This i not
siraightforward. This panel overviews the experi-
ences of the S Card Security Users Group
{American Express, Eurepay, JOB, Master{Tard,
Mondex, Visa, and NIAP] in adapiing the
Common Criteria for the svaluation of sman
cards,
Pechnical Degree of Dilficuly = 5
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10:50am—12:00 noon
Closing Plenary
Rooms 307-310

Mr. Michael J. Jacobs,
Defruly Director Fur
fnfarmation Systems h'-"ri'nfl'j.
Netional Security Agency

Mr, '[ wenhs s the
Deputy Director for
Information n."'l_i SICTNS
Security at the Natonal
Security Agency (NSA). Under his leader-
ship, NSA is implementing an Information
Assurance (LA} strategy to protect the
Defense Information Ilti[ structure and, as
appropriate, the National [nformation
linlrastuctire.

Mr. Simon Gauthier,
Defriity Chief,

Information Technology
Securtty, CSE, Canadn

Mr. Gauthier began

his career at CSE in
1985, and has held the
roles of Director of
SIGINT Engineering Group and Director,
Cryptanalytic Exploitation and Research,
On June 29, 1998, he was appointed Depuiy
Chief, Information Technology Security
(DCITS).

Dr. William (. Mehuron,
Director,
.|'J.-_||'.-.-|'r.-4.:.'.'J'r.rJ ]’I'r}.lrm.".'lgx
Laboratory, NIST

Dr. Mehuron is the
Director of the
Information Technology
Laboratory of the Natonal
[nstitute of Standards and :['::L'h|‘|{:-lnt_{}'
(M15T). He has held a number of senior
management and technical positons in the
feeclesral BOVETTITENE {including civilian,
defense, and intelligence agencies) and in
high technology industries, In these posi-
tions, he has been responsible Lo research,
r]:-l.'l:]u[nlu'r:l arel :Lu.’tt|ui$ilif:-|:‘| of informa-
tion systems, sensor and observing systems,
and advanced electronic systems.
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wﬂrhshup

Chrstine M. Qushesky, I, LLE

With the it'll.'t'{'ﬂ‘iil'|f_f r:]ir't':id of compiite:
viruses and worms that can luck in an
arganization, it s no longer feasible w rely
solely on single-point detection anid repan
techniques. Virus-related incidents must be
mmwestigated to determine where the virus
originated, where it spread, and what dam-
ape it mav have caused or may cause in the
future. This workshop will ahow VoLl how ta
miake those determinations through effec-
tive response and investigation technigues
for computer viruses and other malware
inciclents. The workshop will provide a
hriel foundation on the functionality of
computer viruses and other forms of mal-
ware with an emphasis on the ways they can

eernber ann n:;;;lni.r;l.[ju:'l. the Wilys they .~|!l!'1':HL

and the ypes of damage they can canse,
l{l,-:i' ;(--:_'h111-.'||,1:~l; in the TESpONSE and investi-
aation of such incidents will be discussed
anid demonstrated. You will hav
hands-on u|;p-:>r1u|1i|:.' to investigate several
computer virus and malware incidents.

rahilify Testing

}w 1 Cutler, fnformation Securdly Tustitiete
Protecting and auditing Internet-TCE /P
network technology is a major challenge, In
this state-of-the-art session, vou will learm
how 1o systematically test the security of
important secarity hot spots for entire
TCP/IP networks as well as for individueal
systems. You will receive the necessary guid-
ance to build a versatile and powerful
cyberspace audit toolkit o test for serious
TCP /TP network security valnerabilities
that are frequently exploited by hackers
and other intruders. The session agenca
includes: an evaluation of the signilicance
of recent incidents, advisories, and trends
in network attacks and valnerability condi-
tons; a svstematic, graduated plan for “dis
covering” a network and identifving serious
vulperabilities; sources for obtaining vital
informaton and tools associated with
detecting serious Interner,/ Web security
CXPHOSUTES, methods for l'l'."-'il."'-'il'l__i.-;' frecware,

I!u -}II

—

000 1:00

shareware, and commercial wols for audit-
ingr the security of individual servers, fire-
walls, and entire TCP/TP networks,
including: netwoerk discovery tools, network
APPETS, POUT SCANNETS, network scourty
scanning tools, host security scanning 1ools,
and firewall and web server security IL'SIEH!.E
technigques. This session assumoes i working
knowledge of TCP /TP and client/server
technology.

ststem Survival school

Gail Brooks, Mary Washington College

Are you just getting started in imformation
security? This course bas been designed to
help you come up to speed on the signifi-
cance of computer and network anacks that
are directed at your systems! No prerequi-
sites are needed. The axioms of informaton
assurance, confidentiality, integrity, and
availability are introduced with examples ol
real attacks aned defensive countermeasures,
The most current attacks on the Intemet are
detailed against an historical backdrop so
students can develop a sense of perspective,
One attack—the Ringfero proxy scanning
trifjan—is discussed in depth by the analysts
who discovered it This illustrates not just te
significance of trojan-lased attacks, but the
kind of team-based analysis needed to mun
apround new hacker [‘.llll'n. A discussion of
information warfare at the national level and
the issues of infiastructure protection will
lead into a “rom the trenches” process fin
incident handling,

1phy for Beginners: What Is IF and

Hous Can | Use I

Jim Litchko, Litchkn & Assoriafes, fue.

KLY, RSA, PRI, SET, 55L, VPN, PGP..As
with all things technical or bureancratic,
these three letter ACTOTLYTINS SU0 Jnuudill.:_';

n present a conundrum (o
innformation professionals charged with
securing the business tansactions of their
company, This session bridges the techni-
cal, the bureaucratic, and the social.
Specifically, the session offers vou an expla:
nation of cryprographic basics, concentrat-
ing on the tools and methods necessary for
privacy lor business transactions ancd thei

C-COTTITIE ree G




uses in electronic commerce. This is not a
iical presentation (o discuss e
teristics of the schemes, The
18 speciiically aimed at the indivichial who
cares iess abonil the mathemancs behind
the techniques and more about the what,
why, and 1 al cryprograph:c toals for
protecting digital information. The wird
"|"T||-I1'Lil.'i'.|" is :"xl."_.'. L..i:-II:I;_: Llocks, nens, hoses,
rope, and realworld case studies, the
instructor will explain what secret key, pub-
lic, and |:I2‘Lx'.‘|i|tg.'1_:|||_;|J:'i'||!1'.l.,!|'|_ and how
they address security problems for elec
tronic commerce and everviday situations.
Maore i o |;'|||.1|:'-'_ yon will learn
apprapriate w0 use crvptography and when
it i not. Examples [rom such fields as mili
tary, banking, Intermer gambling,
care and more will be featured.

hnieal
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Ifmaduchion o fhe National Ce
3'.:_'|:-_ [afon Rpproach
Mark 5. Loepker, National Secunity Agency
Barry Stauffer, Conelr T

hrnlueies, T,

The Mational Information Assurance
Ceruficanon and Aceredicidon Process
[NIACAP) establishes a national standard
proces, a set of activides, peneal 1asks, and
A management sSiriciure o :q:]'[j[_w aned
aceredil sstems that will maintain the
[nformation Asurance (14) and security
[osture af an DI ration. The NIACAP
foouses on the organization’s mission arnd
mbtormaton system (18] business case, In
this worksl o vou will see that che process
is designed to certily that the 18 meets well-
defined and agreed-o accreditation
irements and will cantimie @ maintin
the accredited security pastire thocughow
stem life cvele. You will also see tha
the NWIACAP is adaptable w zny ope of [S
and any computing environment and mis-
sion. ¥ou will learn how the process can be
dapted to inchude existing system certific-
fons anil evaluaed praducts, and how
wsers of the process must align the process
with their program strategies and integs
thes activities into their enterprise =
life cvele. You will see that while NIACG '..P
maps to any svstem lifetvele process, is
four ¢ ||I.M'~ are i Flt'rn-.l:]-':'.' of the lif:
cvele sirate L

just he

(nroduction to fie Commaon
dluation Hethi
Bfid Toolhax
Mcheee! Mebller, Mitretel: Systemms, Mo
Mlitretel Systems, Tne,

ok Betoan, Tiee NIFTRE Corprralion

i gt

With the growing need for an inter-
natianally recognized and Aexible criteria
e specily security reqguirements and o
replace the mfexible Trusted Compiier
Systems Evaluation Criteria (TCSEC), Dald
520028, the Commen Critera for
Information Technology Securin
Evaluadon, 1SOC1EC Standard 15408 was
developed by an [mermational community,
I'Fis we -|'L-."1-rp is desipmed for individuals
ling familiar with the Common
Criteria. Three separate sessions will be
offered focusing on the Commen Criteria,
Common Evaluation Methedalogy, and
Common Criteria Toolbox, Upan
compledon of the sessians, vou will have 2

greater understanding of the [T 11 func
tomal and nine assurange seewriy reguie

the CC, how 1o assemlsle the
TequirEments inios protecoon profiles and
scourity mrgets that comply with the norma-
trves, how (o select funciional and assurance
requirements based on an objective, how
the evaluation methodology is employed in
the securily iesting peocess, and how the
auemared wols can be used 1w make the
i 1iis specification process more
siemt and expedient. Yo will learn how
the GO offers consumers aned prisdueers of
al-uli-the-shelf (COTS) produss
a fexible and extensihle :1]"_1r1111r_'|l ficar
clefini N SeCUr ity requirements in [T prid-
uets anad systems, Yon will see that with the
need for security enabled and enhanoed
information techaology (IT) to aup]‘u i
consumer needs and the critical infrastie-
tare, the CO o telies a fomewark for l.'|[:-
ulating requivements and a comprelensive
ipproach for testng U produces and sys.
Lermn 1i.‘~ir1g i Common Evaluation
Methodalogy. Thus, the criteria provides an
ooally recognized basis for specily-

TEnis it

o of technolo-
rating systems, database
nent svitems, PRI, fivewalls, smar-
. telecommunications switches, net-
work devices, middleware, and applications
Using the Common Criteria can help:

* Canvey consumer securily requirements
wi T .I.ll'H[iI:l'l developers
* Determing if [T product developers pro-
duced what was specilie:d
Improve the ways consumers achieve
assuranee in I'T products and
EVELETTIS
Slides haoklet, CD ol the {
Toolbox will he available for each

altenclee,

1T



